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Presenter

Laure Millet is a Software and Systems Engineer at
Critical Systems Labs Inc. She has extensive
experience in safety assurance across a wide range
of technical domains including aerospace, automotive,
defense, medical and rail. She is often involved in
client projects that involve unique challenges in
managing safety risk associated with emergent
technology such as the use of Machine Learning in
autonomous vehicles. Laure has received a doctorate
in Computer Science from Pierre and Marie Curie
University (Paris, France).
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The Problem

= Public assurance case

* Available arguments are lacking
» In term of size

» In term of details

* No public industrial arguments
» For the evaluation of new methods and techniques

» For showcasing best practices
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“The beam focuses the
energy of an aircraft carrier
In motion down to a width
of less than a millimeter.”
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CERN LHC MPS Background

= Developed over 10 years beginning mid-1990s at estimated
cost of $200M USD to protect $4.75B USD investment

= Depends on many instances of emergent technology
ranging from high-speed micro-electronics to
superconducting magnets

= Key elements were products of R&D collaborations between
CERN experts and doctoral students

= Lack of non-generic published guidance as a basis for
assurance

= Not to rely only on past experience with machine protection
for smaller, substantially less powerful accelerators
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CSL @ CERN

m 2009-2011 — performed
series of technical reviews
for critical MPS components

m 2022-2023 — created an
assurance case argument
for the LHC MPS iIn
collaboration with
researchers at U of Toronto
and McMaster, In
consultation with CERN
subject matter experts
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LHC Machine Protection System (MPS)

1. Beam Loss Monitoring System
2. Beam Interlock System
3. Beam Dump System

4. Safe Machine Parameters System
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LHC MPS Assurance Argument

Two different ways to view a public version of the argument.

https://tinyurl.com/CERN-ACC-2023

https://safecomp.socrates.cslabs.com/

&« G ) https;//cds.cer.ch/record/2854725 A g a3 =

Report number

Title

Author(s)

Imprint
Note

Subject category

Experiment

[LEL I | Discussion ()

Accelerator/Facility,

Signin Directory

CERN Document Server

Home > Assessing the Usefulness of Assurance Cases: an Experience with the CERN Large Hadron Collider

Preprint
CERN-ACC-2023-0002

Assessing the Usefulness of Assurance Cases: an Experience with the CERN Large
Hadron Collider

Rees, Chris (Critical Systems Labs) ; Delgado, Mateo (Critical Systems Labs) ; Lippelt, Rolf|
(Critical Systems Labs) ; Joyce, Jeff (Critical Systems Labs) ; Diemert, Simon (Critical
Systems Labs) ; Menghi, Claudio (McMasters University) ; Viger, Torin (University of
Toronto) ; Chechik, Marsha (University of Toronto) ; Uythoven,lan (CERN) ; Zerlauth,
Markus (CERN) Show all 11 authors

23 Mar 2023.- mult. p.

Paper submitted to Reliability Engineering & System Safety

Engineering

CERN LHC

CERN website report (PDF, CSV)
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Eliminative Argumentation

= An extension (flavour) of GSN created P
by researchers at the SEI. .

Eliminative Argumentation: A Basis for
Arguing Confidence in System Properties

= Incorporates the notion of “doubt” as
defeaters.

= Defeaters that are not resolved by
additional claims/evidence are
“residual’.

= Also referred to as a “dialectic
argument”.
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A teaspoon of doubt

_ Maybe
= Engineers naturally have doubts the cord
about the systems they design is t00

What if long.
* “defect free software is impossible” e co’r)d
snaps”
= Our assurance case methods bl ve
should take advantage of this alreacy, 50
doubt rather than try to hide it [

hope this
works out
in my
favour.
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What to do about defeaters?

= What do we do with “residual’
(uneliminated) defeaters in our
argument?

&

= Depends on who you ask:

* You must resolve all doubts/defeaters.

° It's not possible to eliminate all risk, so
enumerating residual doubts can be a
helpful communication too.



Critical Systems Labs

Innovating Safely

Communicating Doubt to Stakeholders
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Expressing residual doubt
In an assurance case is an
effective means of
communicating with top-
level decision makers in
your organization.
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ASSUMPTION 2 04 %
ASSUMPTION
RESIDUAL 9 1.8 %
RESIDUAL
UNDEVELOPED UNDEVELOPED 15 29%
CONTEXT CONTEXT 27 53%
INFERENCE
INFERENCE 30 5.9%
STRATEGY
EVIDENCE STRATEGY 32 6.3 %
COMPLETE EVIDENCE 70 13.8%
DEFEATER COMPLETE 74 14.5%
CLAIM
DEFEATER 104 204 %
0 30 60 %0 120 150
CLAIM 146 28.7 %
Total 509 100 %
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Product Argument

" Based on system engineering understanding

= Capture reasoning for trust

= |Intuitive for internal stakeholders

" Design-focused
= Not reusable

" Does not address system lifecycle
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A Collaborative Effort
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CO0001 — Level 1

7

C0001

The LHC MPS protects against damage

from potential beam losses, whilst avoiding

unnecessary interruptions to experiments.
X0003 7
There are a number of acronyms and X0002 S0004
terminology used throughout this argument Other aspects of LHC machine protection Argue over MPS protection against
and associated documentation. The sources (such as magnet guench protection) and intolerable beam loss and spurious beam
of all the acronyms' definitions and human safety are excluded from the scope dumps.
terminology can be accessed via the artifact of this argument.

linked to this node.

C0006

The LHC MPS protects against damage ;he —LZC MPS [:lr_ot:cts ?g§|?st SP;MOUS
caused by intolerable beam lo €am dumps, which could Interrup

SS. .
experiments.

C0005

Copyright Critical Systems Labs Inc.
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Co00s5

The LHC MPS protects against damage
caused by intolerable beam loss.

-

X0008

Intolerable beam loss is defined for the MP S
by CERN as energy levels where loss could
damage any critical component of the LHC.

coort@mem

The Beam Loss Monitoring System
provides timely indications of an intoleral
beam loss within the LHC.

O

co012
The Beam Interlock System (BIS) actively
collects USER_PERMIT signals from User
Systems in the LHC and produces
BEAM_PERMIT statuses and distributes

N

AN

S0007 @
Argue over the responsibilities of each MPS
subsystem.

them to the Beam Dumping System (BDS).

coolzmm
Whenever the Beam Dumping System
) detects the withdrawal of a beam
rmit, it will fast-extract the beam from the
ring without causing intolerable beam

Q

loss.
O

Copyright Critical Systems Labs Inc.
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coo4 @

The Safe Machine Parameters (SMP)
system calculates, communicates, and
compares critical parameters to elements of
LHC machine protection.
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O

IR0015

If the SMP appropriately sets all the
parameters for MPS subsystems, if the
BLMS correctly detects an intolerable beam
loss, if the BIS communicates beam dump
requests, and if the BDS executes a dump
when a beam loss is detected, then the
larger LHC system is protecied from
damage due to intolerable beam loss.

(@)
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coo12

The Beam Interlock System (BIS) actively
collects USER_PERMIT signals from User
Systems in the LHC and produces

BEAM_ PERMIT statuses and distributes
them to the Beam Dumping System (BDS).

Innovating Safely
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X0019

S0020

The BIS consists of 16 Beam Interlock

Argue aver the two primary functions of the
BIS. namely withdrawing Beam Permits
when required and transmitting a beam
dump requests to the Beam Dumping
System (BDS) within a 100 microseconds.

IR0037

The BIS is considered to be operating
correctly if it withdraws all redundant beam
permits due to intolerable beam loss and
transmits a beam dump request to the BDS
in less than 100 microseconds

Doose

Unless there are other unknown conditions
that affect the operation of the BIS when
intolerable beam 1053 Is detected.

LIMD)

i’ I

0036

Controllers (BIC) arranged in a ring
connected by a redundant pair of beam
loops to transmit beam dump requests in
the clockwise direction and a redundant pair
of beam loops to transmit beam dump
requests in the counter-clockwise direction.

/
The BIS will transmit loss of the beam \
permit to the BDS in less than 100
icroseconds.

coo3s

The BIS will withdraw the beam permit
when intolerable beam loss is detected.

o

Copyright Critical Systems Labs Inc.
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C0036 (Level 7)

C0036

The BIS will transmit loss of the beam
permit to the BDS in less than 100

microseconds.

X0066

50067 The transmission of beam permits and
beam dump requests by the BIS requires a
response time of 100 microseconds
because it is considered to be the range
where Ultra-Fast beam particle losses are
caused by single turn of the beams around

Argue over a set of foreseeable failure
modes for the transmission of beam dump
request from the BIS to the BDS in less that
100 microseconds.

the LHC.
Do120 @0 Do121 8 Do0122 30;‘23; B Loss Sianal i
Unless the beam loop is damaged in a way Unless transmission of the withdrawal of the Unless the BIC power fails and thus the n B.SS & beam Loss signal s no
, ; - . oo E received by a Beam Interlock Controller
that interferes with the transmission of the beam permit is too slow. (1.e. not less than beam permit withdrawal signal 1s not sent or

within 70 microseconds of the BLMS
detecting high beam loss.

O @) O

loss of the beam permit. 100 microseconds) received by the BIC Loop.
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Do120@%

Unless the beam loop is damaged in a way
that interferes with the transmission of the
loss of the beam permit.

50196 @

Argue over the reliability of the beam loops
to transmit beam permits.

IR0Z70

Each of the four beam permit loops vary

only by the beam they correspond to and

the direction toward the BD S they transmit
information to. Beam Permit Loops are
reliable to transfer beam dump requests if
claims C0032 and CO0033 are verified by pre-
operation testing and shown to be active
during regular operations.

Coz263 @D

There are four separate beam loops (two for
each beam) such that a failure of any one of
the beam loops will cause a withdrawal of
the beam parmit and a beam dump will be
requastad to the BDS.

/ Critical Systems Labs
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Coz269 @™

The beam permit is only present in the
beam loops while a 10MHz square wave
signal is active.

UND

D0339W
Unless all four beam loops are damaged at

the same time.

Copyright Critical Systems Labs Inc.

DO340 @

Unless damage to the beam loop causes
unwanted generation of a 10Mhz square
wave by something other than a BIC.

O




,D0333 [ ] A
Unless all four beam loops are damaged at
the same time. y

co403

Main BIS fibre optic transmission lines are
thermally, mechanically and electrically
isolated from other lines to prevent
cascading damage from fusing cables and
breaking.

Do441 8

Unless fibre optic lines have not been
inspected following the standard hazard
prevention and maintenance methods.

E0459
In the event of one or all transmission lines
being damaged, the beam permit loop will
have no 10 MHz signal or noise and
subsequently result in the request for a
beam dump.
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D0339 (Level 12)

EUROPEAN ORGANIZATION FOR NUCLEAR RESEARCH
European Laboratory for Particle Physics

Large Hadron Collider Praject LHC Project Report 521

MACHINE PROTECTION FOR THE LHC: ARCHITECTURE OF THE BEAM AND
POWERING INTERLOCK SYSTEMS

FBordry, R Denz, K-HMess', B Puccio, F Rodriguez-Mateos and R Schmidt

Abstract

The superconducting Large Hadron Collider vnder comstuction at CERN is an accelerator with
unprecedented complexity. [ts operation requires a large variety of instrumentation, not only for control of
the beams, but also for the control and protection of the complex hardware systems Sophisticated
protection systems are mandatory to minimise the risk for serious damage caused by a failure. Each proton
‘beam will have an energy of more than 300 MJ, and the energy stored in the magnet system amounts to
about 1.2 GT for each sector. Ideas for the archi of the interlocks linking the p ion systems are
presented here.

1 DESY, Hambuwrz, Germany
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Links from Argument Detalls to Artifacts

o o vomentnre

I, e

Fr ety

EUROPEAN ORGANIZATION FOR NUCLEAR RESEARCH
‘European Laberatory S Partice Physics

Large Hacbon Collider Prject LEC Project Report 21

MACHINE PROTECTION FOR THE LI ARCHITECTURE OF THE BEAM AXD
VERING INTERLOCK SYSTEMS

F Bocéry, R Denz, K-H Mess, B Puscio, F Rodiguez-Mateos and R Schmnidt

Abstract
The superconducting Large Hadeon Collider under corstruction at CERN s an accelrator with
. i for conteol of
the beams, but also for the control and peotection of the complex hardware systems. Sophisticated.
Esch

‘beam il ave an energy of more than 300 MJ, and the energy stored i the magaetsystem amouats o
about 12
preseated here

1D, Hambury Gy
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CHAPTER 17
BEAM DUMPING SYSTEM
171 SYSTEM AND MAIN PARAMETERS
17,11 Introdaction sd Systesm Overvaens
B8 o0 LG 51 el e b i e h o of b b b st
i e g 10 22
e st ...(_-.M:.-.b.n"e..._...»..u_"u.w
power of b LHC b, et e epesnal hgh eI s whch coobie.
e ral nd daraied drign. The ot ke chasancaly i Fi. 17,1 3 i coprise. o ech
om-sedsrag
D8 ed ASDC
. TOE com: concue hiking
o, damp oo -0 e e o
« T T TCDQ b sami iy e o 53 Qi ey
Somasl Tl 173, i i
s
The MSD wil rovide L e
st of o e st The dibation s will b a1 sveep i et e
b specprse i datce he bt el b . ‘il Thu TCD6 124 TCDQ vil
b

Copyright Critical Systems Labs Inc.



. / Critcal Systems Labs
Innovating Safely

“Live” Assurance Case with KPIs

here is a suitable level of redundancy in
the ~4000 detectors around the LHC.

* 15 lagging / \

° 6 |eading D0310 ‘ D031

=21 KPIs identified total: i.;
@ 1

Unless there is a common failure of Unless more than the acceptable level of
neighboring detectors. detectors are out of service.

C0384 Cco3ss
In the event that 2 loss of detectors is In the event of an unavailability of more than

<\ >
observed by the central contral room the MAX_SAFE_UNVAILABLE_DETECTORS

u I d t 'I: d th h . u detectors, then the LHC beam permit would
e n I I e ro u . beam permit would be removed and the be removed and the system would cease

system would cease operation
operation.

review of EA defeaters and ® —
mitigating claims & evidence

Leading Indicator: distance

: Usmg as a case StUdy to between damage dectectors

validate SPI/KPI functions in
Socrates.
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AC Tools Capabilities

= Necessary Capabilities

Navigation Features

Collaborative Environment

Linking Artifacts

| Socrates
* Version Control Assurance Case Editor
® Impact Analysis https://criticalsystemslabs.com/socrates/

= Good to have Capabilities
® Natural Language Processing
* Static Analysis
* Conformance Traceability

* Metrics / Dashboard
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Result and Conclusions

= Captures why the CERN subject matter experts have trusted the MPS for
nearly 15 years of operational use

* While Eliminative Argumentation didn’t reveal any previously unknown
vulnerabilities, development of the assurance case identified gaps in the existing
public documentation

* Assurance Case identified some interesting “cross cutting” inter-dependencies
between sub-systems.

= A middle size public Argument available to academia and the industry

= Assurance Case Tools support retrospective
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