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Combined Safety and Security Analysis

▪ Safety and Security considered separate 

concerns in the past

▪ Increasing software and interface complexity 

in SAS and CPS

• The adaptation itself can be a target

▪ Safety and Security are now strongly 

interrelated:

• Security flaws can cause safety hazards.

• Safety mechanisms may affect security.

• Adaptation changes safety and security 

properties.
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https://www.bleepingcomputer.com/news/security/medtronic-
urgently-recalls-insulin-pump-controllers-over-hacking-concerns/

https://abcnews.go.com/Technology/cyberattacks-reported-us-
airports/story?id=91287965



Attack-Fault-Trees / State of the Art
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▪ Combination of attack and fault trees

▪ Can be extended to include time and 

other metrics

▪ Existing analysis approach/translation to 

PTFAs [1][2]

[1] André, É., Lime, D., Ramparison, M., & Stoelinga, M. 

(2021). Parametric analyses of attack-fault 

trees. Fundamenta Informaticae, 182(1), 69-94.

[2] Kumar, R., & Stoelinga, M. (2017, January). Quantitative 

security and safety analysis with attack-fault trees. 

In 2017 IEEE 18th International Symposium on High 

Assurance Systems Engineering (HASE) (pp. 25-32).



Attack-Fault-Trees and SAS

▪ AFT modeled by hand, unclear how changes to 

the system change the model

▪ Often very abstract, unclear how basic events 

relate to e.g. system vulnerabilities

Models should:

▪ closely relate to the system

(and change with it)

▪ bridge the abstraction gap

▪ automatically translate to AFTs
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Running Example
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Overview of the Proposed Approach
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The SafeSec AFT Generation Toolchain (SAFT-GT)

20. September 2023Towards Model Co-evolution Across Self-Adaptation Steps for Combined Safety and Security Analysis 7



The SafeSec AFT Generation Toolchain (SAFT-GT)

20. September 2023Towards Model Co-evolution Across Self-Adaptation Steps for Combined Safety and Security Analysis 7



The SafeSec AFT Generation Toolchain (SAFT-GT)

20. September 2023Towards Model Co-evolution Across Self-Adaptation Steps for Combined Safety and Security Analysis 7



SAFT-GT Models

Attack & Fault Trees

Attack Trees

▪ Mostly mined from CVE entries

▪ Often on the technical/platform level

Fault Trees

▪ Created by Domain experts

▪ On the logical/dataflow level
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Attack Tree Generation Overview
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SAFT-GT Models

Dataflow Model & Deployment Model

Dataflow Model

▪ Simple, only components and channels

▪ Logical view, independent from underlying 

realization/implementation

              

        

         

   

Deployment Model

▪ Realization of components and channels

▪ Simple set-based representation, can be 

refined as needed
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PX4:Component → {Mavlink2.0, pixhawk, ...}
Mavlink2.0:Protocol → {MavlinkLib, UDP,

UART, ...}
commands:Channel → {Mavlink2.0, WiFi}
WiFi:Platform → {IEEE 802.11n, WPA2,

UDP, TCP/IP, ...}
Radio:Platform → {UART}
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commands

SAFT-GT

Translation Rules & AFT Generation

▪ Attack-Fault-Trees are iteratively grown

▪ Patterns are derived from CAPEC

▪ Rules transform Dataflow & Deployment 

models to AFT fragments
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Compatibility Constraints

Rule application needs to be constrained

▪ Entity type: e.g. Library, Component, 

Channel…

▪ Name/CPE: Attacks reference CPE, Fault 

Trees reference dataflow elements by 

name

▪ CVSS impact metric: a fault needs a 

minimal impact on e.g. availability to 

trigger

▪ Possibly additional attack 

classification/taxonomy
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Reconfiguration Example
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WiFi connected > Radio Connected > Return signal > WiFi connected

WiFi

WiFi

commands:Channel→ {Mavlink2.0, WiFi}
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The SafeSec AFT Generation Toolchain (SAFT-GT)
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Limitations & Future Work

▪ Behavioral models for channels and 

components

▪ Extend AFT properties

(Time, Probability distribution)

▪ Realistic scenario and evaluation of 

generated AFTs

▪ Improvements to real-time analysis

▪ New approaches for generation of attack 

chains
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Conclusion

▪ AFT analysis integrates Safety 

and Security

▪ Generate AFTs to adapt to 

system reconfiguration

▪ Xtext implementation for each 

model

▪ Prototype of the AFT 

generation

▪ Generation of Attack Trees, 

Dataflow & Deployment models 

in progress

▪ Multiple Models help bridging 

different abstraction levels

▪ Rule based transformation to 

AFTs

▪ AFT regeneration for each 

system configuration
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Thank you for your attention!

Thomas Witte

Raffaela Groner

Alexander Raschke

Matthias Tichy

Irdin Pekaric

Michael Felderer

Sophie Hirn 

Markus Frick
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